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Preface

In spite of the fact that the electronic communication systems started
as data communication systems, much of their advancement has been in the
field of voice. For decades, the Public Switched Telecommunications
Network (PSTN) has set standards for communication of information all over
the world. Things started changing only towards the closing of 80s when
Internet and mobile systems offered competition in some ways. Despite the
continued importance of PSTN, these two technologies have found their niche
to sustain and grow. Wireless networks offer mobility as an add-on and the
Internet brought the web, email and file transfer. Though PSTN could provide
the Internet-like services, it has its limitations due to its circuit switched
nature. For some time, we have used the term data to distinguish the store-
and-forward type of information (carried by Internet) from voice. This is
because the Internet uses store and forward mechanism of transmission, which
is not quite suitable for interactive, real-time communication, such as voice.

In this way, PSTN, Internet and wireless networks have not quite
stood in each other’s way. PSTN offering toll-quality digitized voice, wireless
cellular networks adding mobility to voice and data, with some degradation in
quality, and the Internet allowing enormous sharing power using store-and-
forward protocols for data communications. Ever since their debut, all these
fields of technologies have made progress, with PSTN being steady and slow,
Internet being slow first and then exploding, and the wireless technology
making a steady progress at a rapid speed. It is only very recently that there is
a slowing in wireless market. However, with ever-increasing products in
license-free wireless band, this is projected to change soon. The emphasis,
however, may shift from voice to web-based applications. In fact, with the
availability of high-speed ‘data’ links, voice is becoming part of ‘data’.

Traditionally, data was generated and processed by mainframe
computers. Users accessed the computer resources through a network of dumb
terminals. With developments in microchip fabrication, and reduction in
memory cost, processing power shifted to terminals making them intelligent,
and then as powerful as the computer itself. These days, desktop computers
are mostly the processing powerhouses that mainframes once were. And these
machines are capable of processing data at speeds that could easily take care
of the requirements of interactive information. The introduction of IMT-2000
systems in wireless arena has reduced the gap in wireless, voice and data.
Now we talk about multimedia wireless networks that could use Internet as a
backbone. Consequently, the entire meaning of data and communications has
changed to include real-time information and wireless networks. For a student
and practitioner of data networks, the fundamental concepts of networks with
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latest technology have become more important to master than ever before. Of
course, by latest technologies, we mean packet switching and wireless data
networks. This book has been written with these developments in mind.

The primary audience of this book is the students, senior
undergraduate or first year graduate, and personnel in the fields of computer
science, electrical engineering, telecommunications, information systems, and
other majors that require an elementary to medium level knowledge of data
communications principles. Much of the material has been used to offer
graduate and undergraduate level courses in some of the above areas. The
book is a compilation from lecture notes with some addition. The approach
adopted is rather straightforward; define a data network as a computer
communication network that could be best understood with the help of the
Open System Interconnection Reference Model (OSI-RM), recommended by
the International Organization for Standardization (ISO). The OSI networking
standards are not nearly as prolific in use as the Internet protocols, still the
pedagogical value of the reference model makes it a good choice for a first
course on data communications. Besides, the main differences between the
OSI and TCP/IP networks exist at layers above the data link control. The
book emphasizes only on the bottom two layers, therefore making it useful for
people who would work with TCP/IP, OSI or Local Area Network. Examples
of protocols are chosen, among others, from the wireless data networks. This
broadens the scope of the application of work. Another salient feature of the
book is a chapter on performance modeling of data networks. This is a topic
that results in most innovations in technology, and yet is not easy to introduce
at an elementary level. Every try has been made to let the reader appreciate
the models and metrics of performance measures. Separate discussions have
been included about the wireless cellular network performance and simulation
of networks. Here’s the organization of chapters.

A major part of the book is dedicated to the understanding of data and
its transmission across a single link. However, to put things in perspective, the
first two chapters discuss the protocol architectures in general. Examples of
OSI-RM, TCP/IP suite and IEEE Wireless LAN are discussed under this
topic. Chapter 3 discusses data in most of its forms, from analog form to
characters and as data exists within the network (baseband signal, passband
modulated signal, to protocol data unit). Chapter 4 discusses physical layer
characteristics and protocol examples. Among the protocol examples, a
discussion on the physical layers of IEEE Wireless LAN has been included.
Simple descriptions of some important concepts have been provided here,
such as the need of physical medium dependent (PMD) sublayer, and terms
such as spread spectrum communications. Chapter 5, a rather lengthy one, is
devoted to the discussion of functions and duties of the data link control layer.
Chapter 6 builds on Chapter 5 using example protocols. HDLC, ATM and
IEEE 802.11 MAC have been discussed. Chapter 7 is on multiplexing and
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carrier systems, that make the backbone of transmission systems. T-1, though
receding in its deployment, still makes an excellent case of studying a carrier
system. Discussions on SONET/SDH and DSL are also included in this
chapter. Chapter 8 provides a one shot treatment of the layers above the link
layer. Terminology pertinent to these layers in introduced here. Chapter 9
completes the understanding, albeit at an elementary level, by discussing the
topic of performance. The material in the book, proposed to be covered in one
semester, could be adjusted according to the specialty of the audience.

In the end, I would like to thank and acknowledge numerous
anonymous people who have contributed to this field in many ways. I have
used many books, articles, websites and documents of numerous companies
and standardization agencies in learning the subject, some repeatedly. Thanks
are due to the reviewers of the manuscript. Also, thanks are due to the
companies that designed software and hardware that went in preparing the
manuscript. I also take this opportunity to thank Alex Green of the Kluwer
Academic Publishers for his persistence in making this book a reality. Thanks
are due to Melissa Sullivan and Deborah Doherty of the Kluwer Academic
Publishers for help with formatting the manuscript. Most of all, I am much
indebted to my wife for her patience during the preparation of the manuscript,
especially during the final stage.

Aftab Ahmad
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1. Computer Communications
Networks - Introduction

The purpose of a computer communications network is to allow

moving information from one point to another inside the network. The
information could be stored on a device, such as a personal computer in the
network, it could be generated live outside the network, such as speech, or
could be generated by a process on another piece of information, such as
automatic sales transactions at the end of a business day. The device does not
necessarily have to be a computer; it could be a hard disk, a camera or even a
printer on the network. Due to a large variety of information to be moved, and
due to the fact that each type of information has its own conditions for
intelligibility, the computer network has evolved into a highly complex
system. Specialized knowledge from many areas of science and engineering
goes into the design of networks. It is practically impossible for a single area
of science or engineering to be entirely responsible for the design of all the
components. Therefore, a study of computer networks branches into many
areas as we go up from fundamentals to the advanced levels.

Advancements in communication of speech have long been matured
in the form of public switched telephone network (PSTN). However, design
of store-and-forward type of networks, such as the Internet, is far from
matured - perhaps due to proliferation of the ways in which such networks are
used. The integration of the two types of networks is the culmination of
telecommunications  technology. It is not futuristic to imagine
telecommunications networks meeting the needs of live traffic (e.g., phone
calls) as well as store-and-forward data (e.g., email) traffic according to the
desired quality of service.

In this chapter, we look at a computer network as a whole, from both
an application point of view and a design point of view. In fact, the design and
application influence each other so much that a study of the fundamentals is
practically impossible by leaving either one out.



1.1. Main Components

As described above, a computer network is composed of a number of
independent components. Three main components are:
1. The Computer System
2. The Communications System
3. The Networking System

Data Networks
There is a myriad of terms used to describe a computer
communications network. Computer  Networks, Networks,

Communications Networks, Telecommunications Networks, Packet
Switched Networks, Networking Systems and Data Networking
Systems are all among the terms used. The terms data network used to
be more descriptive when live speech and video could not be
transmitted over such networks. At that time, data meant store and
forward type of information that had no real-time content. Examples of
such information are file, email and logon programs. With time,
definition of data has changed (see Chapter 3), and so has the
definition of data networks. A data network now includes all of the
above. The telephone network could be seen as an exception, even
though it is also been used as data network in many of its applications.
However, due to its circuit-switched nature, it is not projected to
belong to computer networks.

1.1.1. The Computer System

Computer systems are stand-alone systems, along with peripheral
devices, capable of performing information input, output, storage and
processing. The study and design of computer systems is the job of computer
scientists and engineers.

Computer systems usually consist of hardware (processor, memory,
storage devices and input and output devices), system software for user
interface and resource management, such as operating system and special
purpose software such as programming languages, database management
system, text-processing systems etc. Developments in microchip have led to
the utilization of processor technology in everyday appliances, making all
networkable devices operating like a computer system.

Examples of computer systems are: personal computers, notebook
computers, and data acquisition systems.



What is a Terminal?

The computer communications network is an evolution of many
networking stages; all for sharing software and hardware resources.
Not long ago, the computer used to be lying awayfrom users in a big,
air-conditioned room and the users used it through a network
connecting a cluster of terminals connected to the main processor and
input/output devices. Terminals were also used wherever information
needed to be prepared for computing, transmission and storage. With
the advancement in microchip, some processor functions started to be
included in the terminals. This was the intelligent terminal as
compared to the previously dumb terminal.  With further
improvements, much of the processing, memory and software could be
available inside the terminal and it could be used without connecting
to a big computer - it became personal computer. However, the
network caught up with it very soon, and now all computers are
essentially network terminals as well. Other terms used for computers
are stations, nodes, hosts, devices, and whatnot! Other network
terminals include printers, scanners, facsimile machines and disk
drives. Some specialized devices are used for dedicated networking
function, such as routers, bridges, repeaters and gateways.

1.1.2. The Communications System

The communications systems provide a vehicle of carrying
information from one point to another by conditioning it appropriately. The
conditioning may include changing the actual shape of the information, or
even adding to and removing parts of it. Example of changing the actual
shape of the information is in speech communication devices that take speech
signal in the form of mechanical energy and generate an equivalent electrical
signal suitable for transmission media. Examples of adding to the information
is error control coding in which extra information is added in order to combat
errors that might have entered the information during its movement inside the
network. Example of removing information is data compression in which the
size of the information is reduced yet preserving the amount of intelligence it
represents.

The challenges in designing a communications system relate to the efficient
usage of available network resources (bandwidth, etc.), reliable
communication in the wake of channel noise, and special purpose
requirements owing to applications that generate information or are the users
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of the information (e.g., security) or other conditions (e.g., wireless,
underwater).

A device known as MODEM (Modulator/demodulator) is an example
of a communications system. In designing a MODEM for telephone line, the
main challenge comes in utilizing the limited telephone bandwidth to transfer
information at a maximum possible rate. The job of communication system
design lies with the communications engineer. A communications engineer
has to study the characteristics of information, the channel and the
environment in order to design a system to meet specified performance
criteria.

1.1.3. The Networking System

Networking systems provide the capability of efficient use of
transmission and switching resources and provide with the rules that govern
communication among computer systems and software programs. The design
of networking systems is the job of the network engineer. A network engineer
has to study the characteristics of the communication systems (designed by
communications engineer) and computer systems (designed by computer
scientist and engineers) to devise mechanisms of physical and logical
interconnection of various computer systems via the communications systems.

Some of the challenges faced by a network engineer include the
efficient use of communications link (using, for example, multiplexing), study
of the characteristics of the information to be exchanged and its peculiar
requirements of timing and bandwidth. Networks are designed to share
communications resources and network engineer designs switching
mechanisms for this purpose. Because of link sharing, security of information
becomes very critical in networking systems. In this way, solving one
problem raises another. The area of network engineering started as a
conglomerate of computer science and communications engineering.
However, it has fully grown into a field of knowledge by itself. Sometimes it
means different things to different types of people involved - users, providers,
and designers.

1.1.3.1. Communication Systems Versus Networking Systems

The communication systems and networking systems are two
different fields of study altogether. Sometimes, confusion may arise as to if
the design of a component of a computer network is part of the networking
system or the communications system due to close interaction of the two.
Let's look at two examples of such components: one relating to a hardware
component and the other relating to a function. A hardware example is the
MODEM. A MODEM design is the job of communications engineer and not
the network engineer. The network engineer is a user of modem. An example
of a function is error recovery. A communications system is design to be



robust in the presence of random errors that may interfere with electrical
energy signals. The receiver design employs efficient signal detection
mechanisms to minimize the probability of error. The communication
engineer usually adds additional hardware or mechanism called a CODEC
(from Coder/Decoder) to substantiate recovery from errors. A network
engineer can add other layers of coding or use different methods for error
control, such as, retransmission of information with errors. However, the
concern of a network engineer is not at signal detection, but after the signals
have been received. In this way, the end product may have many layers of
error control, as part of both the networking and communication systems.

1.2. Network Development Example

In this section, we will consider an example of a computer from a user
point of view. Later, we will see how these requirements of user translate to a
language suitable for the designer of such a network. Consider a multi-
national organization with offices and personnel computing needs in the
following hierarchy.

1. Every employee (or at least office) needs to have a computer on every

location.

Many people are working in multistory buildings at each location.

The company has many locations in metropolitan areas.

A large number of transactions with other national/international

locations are carried out on a regular basis.

All computers must have some general-purpose software.

Many select computers require special purpose software.

Software and hardware sharing on each floor is desirable.

Software sharing among all floors in each building is desirable.

Some software sharing among all locations at the end-of-business-day

is a requirement.

10. Some sharing in locations nationwide is desirable.

11. Transaction capability among international locations and with other
businesses is also desirable.
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1.2.1. Three Role Players

In order to solve the networking problem for the above business, three
types of services/staff are involved. These are: user with the information
technologists (IT staff), the network provider and the network
vendor/designer.

User/IT Staff: The business in question is the user in this example. The IT
staff is a permanent staff closely aware of the business needs and is expert of



the available software for special and general purpose. The IT staff provides
what is called the information system services.

Network Provider: Another company will provide those networking services
that are not required to be owned or/and are too high level, technically, to
maintain by the IT staff. The network providers may not design their own
systems, in general - they could be simply a carrier or operator company.
Instead, the system design is a separate task not related to the business
organization directly.

Network Designers/Vendors: A variety of equipment and services vendors
may be involved directly or indirectly. Some may not directly interact with
the business organization. Such a vendor designs and manufactures equipment
to be operated by user and network provider.

We will look at their role further in the next section.

1.2.2. Network Design

With help from the IT staff and network provider, the company may
end up with the hierarchy of networking systems shown in Figure 1-1.
The double-sided arrows show a bi-directional communications capability for
sending and receiving information. To each user, the network connection
should look transparent and direct with all networking levels, as shown in
Figure 1-2.

This transparency of intermediate networks is a very important
issue in the design of data communication networks. It is taken care by many
layers of software and hardware. That will be the subject of many chapters;
right now we focus on challenges for the three role players:
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Figure 1-1. The hierarchy of networks to meet all the business needs for the
example in section 1.2.
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Figure 1-2. The logical connections between a user and the hierarchy of networks




1.2.2.1. User/IT Staff

User must own or be the sole controller of all the equipment
responsible for internetworking of the computers and other devices within a
floor, or even the whole building. This is for the security purposes as well as
for the fact that things may change from time to time and computers and
software may need updating frequently.

Therefore, the challenging task for the user is to decide from which
vendor to make purchases so that the current and foreseeable, or otherwise
future, needs may also be incorporated in the network design. The IT staff is
hired for this purpose.

1.2.2.2. Network Provider

The network connection from building to building, nationally and
internationally may be too expensive and inefficient for the user to own.
Many companies provide such connections on subscription or leasing bases.
The challenge for the network provider is to provide some guarantee of a
reliable service in a cost effective manner.

1.2.2.3. Network Designer/Vendor

The network vendor designs the equipment as required by network
provider and user for a diverse user base. The challenge for the designer is to
have ready-made designs to meet most or all of the current and near future
needs. The research and development department of the vendor must be able
to predict future needs and, possibly, prototype future equipment.

1.2.2.4. Relevance of the text to the above role players

This text covers some of the fundamental essentials for all the three groups
stated above. However, it may be sufficient only for the user part (IT
professionals). The network provider must have the capability of having the
design knowledge in order to customize and fully understand all possible and
associated problems. The equipment vendor is the one who needs
professionals with much deeper and diversified knowledge of all the three
sub-systems. While both network provider and network designer usually need
research and development departments, the emphasis of network provider is
on the application of technology to be able to predict near or further future
needs. The vendor and designer companies need people who could research
the fundamentals of knowledge so as to bring about breakthroughs in
technology. However, it is obvious that no amount of breakthroughs can
satisfy all the users exactly according to their needs. This is because the
equipment design process is rather long. New equipment cannot be designed
every time a need arises for every user. There has to be equipment available in



the market from where the provider and user can choose. The process of
standardization solves this problem.

1.3. Standardization

Standardization of networks and their components works just like
standardization of any thing else: doors, nails, papers, pens and all. The
purpose is also the same, namely, to make the vendors of related products
know what ‘dimensions’ the hardware and software should have. Through the
process of standardization of networking hardware and software, it is possible
for the vendor to design equipment without consulting the network provider —
such consultation is done during the standardization process.

Standards for networks encourage competition among vendors by
allowing enhanced services. They provide user with the chance to shop
around every time a new need of software, hardware or service arises. Most of
all, it allows for interoperability, the capability of the equipment by one
vendor to interact with the equipment designed by another vendor.

Once we understand the necessity of standardization, we can look into
how the job of a computer network can be broken down into functions that
could be standardized. In essence, the communication has to be broken into
well-defined functions so that each function can be standardized. However,
due to the diverse nature of the data to be communicated, it may not be a
simple task to break the needs into same parts for all type of data. Let’s take
two examples in the next section: voice and file transfer.

1.3.1. Example 1 - Communication of Voice

In a voice communications network, such as the public switched
telecommunications network (PSTN), the following is an important sequence
of events in order for the voice to carry over the network.

Key: type_of_ signal (process/function) -
next_type_of signal

Speech  (Microphone)— Electrical Signal (Analog/Digital Conversion)—
Digital Bit stream (Data Compression) —> Shorter Bit stream (Channel
Coding)— Longer bit stream (Multiplexing/Synchronization)— Transmission
capable bit stream (Switching) — Routing { Opposite functions starting with
multiplexing} — Speech at the receiving end

Following is a simple explanation of the key terms and functions mentioned
above.
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Analog/Digital Conversion is done in order to generate a digital signal
(typically bit stream) from the analog speech signal.

Data Compression is performed in order to remove redundant part of speech
signal for reducing the need of channel resources.

Channel Coding is done in order to detect/correct errors due to random noise.
Multiplexing/Synchronization are required when a number of speech signals
are to be transmitted on a single, high-speed link. Multiplexing is the process
of combining multiple signals on a single link and synchronization is the
process of keeping track of each signal, its part or even each bit for later
retrieval.

Switching is necessary when many signals destined for different recipients are
being transmitted together on a single line. At many points, these signals are
supposed to take a different route from one another. This route change is
performed by switching the signals towards their desired directions. The way
it is done is by having a device with several signals coming info it and being
switched to different outputs depending upon their destination.

{ Opposite Functions starting with multiplexing } refers to the fact that at one
stage the destination of signal arrives and the original speech signal is desired.
This asks for the reversal of all the processes/functions. For examples,
demultiplexing, decoding, etc.

1.3.2. Example 2 - File Transfer

File transfer may require several or even all of the above functions and
procedures, but that may not be sufficient. In fact, there is an entirely different
way of looking at the file transfer owing to the following chief differences
between a file and speech contents:

1. The file contents are data-specific in their original form. There is no
analog signal to be approximated into a digital signal. The bit stream
is rigorously defined.

2. If something is not clearly understood in speech communication,
recipient guesses or requests to repeat the sentence. In file transfer,
the recipient is not a human being, but another file. Therefore a
mechanism is needed to have equivalence of requesting a repeat or
guessing a correct bit or string of bits.

An error can amount to a big loss depending upon where it occurs.

A big file in transit could cause network congestion.

There are issues such as which type of software program (called
application program) will be used to process / look at the file contents
and what format and language will be used by that application
program.

So, here is an approximate breakdown of the procedure for file transfer.

ok
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Large File — Language/format comparison with recipient —» Break up into
manageable slices — Sequencing and information integrity embedded in each
chunk — Routing — Combat channel/Link problem — physical transmission

In this example, instead of emphasizing on signal type, we care more
about “readability” of the transmitted document. There is no need of format
comparison, breaking up in manageable chunks, sequencing etc. in voice
communication. Even functions common to both voice and file
communications, such as routing, could have different implementations, and
following paragraph explains how.

For speech communication, the gaps in talk spurts occur naturally and
form an essential part of information. It is necessary that these gaps be
maintained at the receiving point. However, such is not the case for a file that
is stored in a directory at the sending end and would be stored at the receiving
end in another directory. In other words, if we use a different path for each
data block of the file with a sequence number stamped on it, we will not lose
any information by having each chunk using different route. We can always
look at the sequence numbers of the received data blocks and put them back
in order. Not only that, if we make quite small, manageable chunks of file, we
can process them individually, as if each one is from a separate user. So, if
one of the chunks is in error, it can be requested again from the sending
computer. In essence, even though both voice and file transfer need routing,
the most suitable mechanism can be substantially different for the two.

The most favorable way for routing voice data is what is called circuit
switching. File like data, on the other hand can best use 'chunk-based-
switching' called packet switching. Here’s a brief account of each (a detailed
discussion will follow in Chapter 2).

1.3.2.1. Circuit Switching

In this switching mechanism, a circuit is allocated to every piece of
complete information (called a call). This circuit allocation is all the way from
the sending to the receiving computer or terminal. It stays in place throughout
the duration of the call until the sending (or receiving) side signals that it is
not needed any more. In more formal terms, we say that a fixed bandwidth is
guaranteed throughout the communication session.

Circuit switching can be used for voice or file communication.
However, it is easily seen that for file communication, it is best to send one
part of file at a time. These chunk or data blocks are called packets. Each
packet of the file may be transmitted via the same or different route. This
allows for the number of additional functions and procedures that can be
performed on each packet. Moreover, it arises a new type of switching, called
packet switching for obvious reasons.
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1.3.2.2. Packet Switching

In this type of switching, data is broken into smaller data units, called
packets. Inside the network, each packet may be treated as if it were a small,
complete message. The bandwidth can either be guaranteed for all packets or
not. It is best suited for file transfer. However, if enough guarantees can be
provided about the inter-gap times of voice signals, it can be used for voice as
well (called packet voice).

With the brief description of the nature of circuit and packet
switching, it is easy to imagine that packet switching is most suitable for a
data network capable of transporting all kinds of information together.
However, this will result in a lot of processing of information before and
during communication. Classification of these processing functions and
networks makes it easier to keep track of all the communications issues and
their study. Computer communications networks can be classified in many
ways: their geographic scope being one that could be easily described at this
stage.

It must be noted that the following classification is not definition. It is
meant to understand networks mainly from application point of view.

1.4. Classification of Networks

There are several ways of classifying data networks, such as,
geographic scopes, protocol architectures and type of service. Following is a
classification based on (roughly) the geographical scope.

1.4.1. Local Area Networks (LANSs)

LANSs are (usually) small networks that provide a high-speed physical
and logical connection among a group of stations. They typically encompass a
walk-able geographic area, owned and administered by the user and are
mainly used either for hardware sharing or as access networks for greater
geographical scale. Most commonly used LAN is the Ethernet.

In the example in section 2, the network on each floor or building is
typically a LAN. Combining a few other LANSs can also result in a LAN.

1.4.2. Wide Area Networks (WANSs)

WANS cover a general geographical area that may vary from a small
office area to the whole world (or even more!). Usually, network providers
and big businesses own such networks. WANs are mostly heterogeneous,
meaning, a large variety of LANs and equipments or other WANs can
constitute a single WAN. An example of a WAN is the Internet. Internet
spans much of the populated world, is administered by different groups at
different locations, and has many other WANS as part of it.
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1.4.3. Metropolitan Area Networks (MANS)

MANSs are networks between a LAN and WAN. They are a type of
interconnecting networks for big businesses in a metropolitan area. Usually,
they have interconnecting (switching) devices instead of user desktop
computers as their nodes, but it is possible to have user computers directly
attached to a MAN.

One way to differentiate among LANs, WANs and MANSs is the way
transmission resources are accessed. Typically, LANs have uncontrolled
shared medium, MANs are controlled shared medium access, and WANs
have address-based, switched medium access through a separate network.

There are other types of networks in this classification. More recently,
the term personal area networks (PANs) has got a legitimacy in networking
literature due to the fact that they can be distinguished from other three types.
PANs are networks interconnecting the devices of personal use that could, in
general, be carries around. Examples of such devices are personal digital
assistant (PDA), various wireless phones, remote control, etc. Usually, the
design of these networks entails replacing the wire only, as they aren't
expected to be interconnected via WANs and MANs in near future.

1.5. Network Protocol Architecture

In addition to classifying a network as LAN, MAN or WAN, there is
a structured terminology to describe and identify various parts of the hardware
and software making up a computer communication network. Three most
important terms of this terminology are protocols, standards and network
architecture.

1.5.1. Protocols

Protocols are rules of communication. It is through protocols that
computers can exchange information. Just like humans obey certain rules of
communications, so must the computers. Computers are specific about rules
and cannot guess like humans. They have protocols as part of their software
or hardware interaction and can’t change that unless the software or hardware
is changed or modified.

1.5.2. Standards

Standards are the protocols that have gone through a standardization
process. They are documented by some agency or organization so that a large
number of vendors can get those documents and design systems based on the
same protocols. This takes care of the interoperability issue and helps both
vendors and users. Examples of standardization agencies are; the Internet
Society, International Organization for Standardization (ISO), Institute of
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Electrical and Electronic Engineers (IEEE) and American National Standards
Institute (ANSI), European Telecommunications Standards Institute (ETSI)
and International Telecommunications Union (ITU).

1.5.3. Protocol Architecture

Every computer and network needs a large number of protocols in
order to complete data communications. The number of protocols can easily
grow into several hundreds for a network. Besides, protocols take many
different forms, from software to hardware, manufactured and designed by
many companies. Different networks may have entirely different sets of
protocols for every function of communications. Therefore, it may be helpful
to classify protocols in groups in order to streamline a network layout.
Automatically, this will help all sections of role players, user, provider and
designer. A set of protocols specific to a network is sometimes called a
protocol suite. When a subset of a protocol suite could be grouped together to
perform functions that can be related to each other in communication terms,
such a subset is often called a layer or level.

1.5.3.1. A Protocol Layer

A protocol layer is a set of protocols that perform a common (larger)
function. Usually, a protocol layer consists a number of protocols. The
concept of layering helps arrange the protocol suite as a set of layers. Then the
job of defining a computer network is really taken in the following steps:
Define protocols in each layer.

Define all the layers needed.

Define interaction among layers in the same computer.

Define interaction among layers on different computers, intermediate
and end stations.

By specifying the above guidelines, all the network communication can
be defined as a set of protocol layers. Such a set of protocol layers is called as
the network architecture.

In essence, a network architecture or protocol architecture is the set of
layers and associated protocol specifications that can achieve complete
communications among two or more computers connected via a network.

B -

1.6. Example of a Protocol Architecture

Example architecture, and by far the most attractive (at least
academically) in networking books, is the Open System Interconnection (OSI)
reference model. This model was recommended by International Organization
for Standardization for open system interconnection (OSI).
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1.6.1. Open System

The term open system in OSI refers to the fact that the computer
systems using OSI architecture will be open to communications to all systems
designed by any vendor as long as they implement the same protocol
architecture. Thus the specifications of the computer or hardware or operating
systems play no role in interoperability of all the computers using the OSI
architecture.

The OSI reference model (OSI-RM) breaks communications into
seven layers. Each layer has a well-defined scope of its functions clearly
identifiable from other layers. User information enters one layer at a time.
Only one layer is responsible of actually sending the bit stream on the
channel. Layers on the same computer can communicate only with the
adjacent layers. Layers on different computers can communicate only with
their peer layers. With these rules set aside, the user has the flexibility of
shopping around for different layers and adding equipment from many
vendors to an existing network.

1.7. Summary

A computer communications network is a complex system designed
by many different, independent, software, hardware, and communication and
networking professionals. The networking part mainly consists of designing
efficient resource management methods and protocols to effect successful and
reliable communication. Due to a large number of functions expected from
protocols, their organization is very important according to their place in the
process of communication. This may be helped by defining layers and
network architectures. Usually, the design of layers that are closest to physical
transmission is the subject of communications engineering. Logical functions
of communications that are above the physical functions are typically for the
network engineer to resolve. Software professionals deal with the application
developments for stand-alone and networked systems. The applications make
use of the networking protocols to get confidence in the exchanged
information. The information is exchanged through physical circuits (or air)
by either using a fixed path (circuit switching) or some less rigorously defined
path (packet switching).

The study of data communications pertains to the study of all the
layers of a network architecture from wires and cables to signal
characteristics, to protocol definition, specification and coding, to
management of networks. For this book our main emphasis is on the protocols
relating to the physical transmission of bits, logical interpretation of the
exchanged information between directly connected computers, and part of
switching and routing mechanisms to route information through a network of
inter-connected nodes.
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1.8. Review Questions

1: Define a communications protocol?
2: What is the difference between a protocol and a standard?
3: What is the difference between a computer operating system (OS) and

network operating system (NOS)?
4: What is a protocol layer and what is the chiefbenefit of defining layers?

5: What is network architecture?

6: How can a LAN and WAN be differentiated from each other?
7: What does ISO stand for and what is its purpose?

8: What does OSI-RM stand for and what is an open system?



2. Network Architectures -
Examples

As seen towards the end of Chapter 1, protocols are organized into

layers and architectures. We define and distinguish among networks from the
protocol architectures used in their design and operation. In this chapter, we
will look at some of the important reference models and actual protocol
architectures. The first two models considered are most popular academically
as well as in practice. The first is called the open system interconnection
reference model (OSI-RM) and the second is called transmission control
protocol/ Internet protocol (TCP/IP) suite. Perhaps, the reason why it is better
to call TCP/IP as protocol suite instead of network architecture is due to the
lack of strict definition of the lower levels leaving TCP and IP as the most
important protocols. Many protocols of the TCP/IP suite have evolved rather
than being documented in a well-defined layered paradigm. The process of
evolution continues as the Internet outgrows itself and we keep welcoming
new protocols and new versions of existing protocols.

The OSI model is a different story. The International Organization for
Standardization (ISO) proposed this architecture. The ISO was created in
1946 for standards in trade and manufacturing. It has no limit to the items and
categories under its jurisdiction of specifications and has a well-defined
procedure for obtaining them. OSI reference model (OSI-RM) was developed
in prediction of wide use of computer networking in future (which happened
to be the case). Arguably, OSI really set up computer networking as an area
distinct from communications and computer science. However, OSI network
architecture is not as widely implemented as TCP/IP. In spite of that, the OSI-
RM still provides an excellent platform for understanding of networks at
elementary level. There is another reason to include the OSI-RM and TCP/IP
in this chapter, that is, the main protocol examples considered in this text are
proposed by ISO as part of OSI network and are also used with TCP/IP
protocol suite.

In the rest of the chapter, we will look at the characteristics of OSI-
RM, the TCP/IP suite and the protocol architecture for wireless LANS.
Following the examples, we will have a brief discussion on the working of
ISO, Internet Society and some other standardization organizations. In the
end, we will draw a framework for protocol study that may help in
understanding a given protocol, software or hardware, and at any layer or
level.
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2.1. The OSI Reference Model (OSI-RM)

In the OSI-RM, the network architecture consists of the following
seven layers: layer seven being closest to the user interface.
1. Physical Layer (PHY) is the protocol layer responsible for physical
interface between a computer and an OSI network.
2. Data Link Control Layer (DLC) is responsible for specifications of the
logical connection across a physical link that directly connects two
communication stations in an OSI network.
3. Network Layer provides specifications for options, mechanisms and
algorithms for routing data through the OSI network.
4. Transport Layer (TL) takes care of the imperfections of network and lower
layers by providing end-to-end reliability functions.
5. Session Layer provides specifications for managing the communication
session between two applications across an OSI network by facilitating the
dialogue and inserting checkpoints in a large sequence of data bits.
6. Presentation Layer provides information syntax and formatting
specifications to facilitate communication between applications that could
otherwise be using different formatting structures.
7. Application Layer provides specifications to design application program
interfaces for OSI networks.

2.1.1. OSI-RM Characteristics and Terminology

The reference model assumes a packet-by-packet communications. In
the same stack, a layer can communicate only with the adjacent layers. In
other words, layer number N can exchange messages with either layer number
N+l or N-1. Each layer has an address within the computer. This address is
called a service access point (SAP). A layer interaction with adjacent layers is
shown in Figure 2-1. A different vendor may provide each layer as long as the
protocol specifications are not violated.

The communication via SAPs occurs through the use of programs
called primitives. A primitive is a software program (better yet a procedure or
function) that contains data and other parameters to be transferred to the next
adjacent layer. In OSI terminol